ailenaam SIT-SecureN dmiu Windows 8/ 10

@ suaeumsaam SIT-SecureN
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Tumeumsasm SIT-SecureN
1. adnvn iilenou uu System trey

N _ &20PM
< =] ENG 9/18/2015

2. 1aen

Troubleshoot problems

Open Metwork and Sharing Center

A * - ‘1:19 F‘M
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3. wiwin Network and Sharing Center ssdsingun
den Set Up a new connection or network

:.; Network and Sharing Center -
A % s Control Panel + Network and Internet > Metwork and Sharing Center ~ 0 Search Control Panel

View your basic network information and set up connections
Control Panel Home

Change adapter settings View your active networks
9 P g You are currently not connected to any networks.

Change advanced sharing
settings Change your networking settings

‘ﬁ. Set up a new connection or network

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

@ Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting infermation.




4. wihen Set up a Connection or Network
en Manually connect to a wireless network

nniunan Next

E Set Up a Connection or Network

Choose a connection option

Cennect to the Internet
Set up a broadband or dial-up connection to the Internet.,

", Setup a new network
«ag, Setup anew router or access point.

Manually connect to a wireless network

Connect to a hidden network or create a new wireless profile|

Connect to a workplace
Set up a dial-up or VPN connection to your workplace,

I Mext || Cancel




5. wiwha Manually connect to a wireless network Il
Network name: SIT-SecureN (szyddnusimunilng uaziniidnlidann)

Security type: WPA2-Enterprise
Encryption type: AES

nntunan Next

¢ K4 Manually connect to a wireless network

Enter information for the wireless network you want to add

Network name: ‘ SIT-SecureN ‘

Security type: ‘WPA2—Enterprise ~ ‘

Encryption type: AES v

Security Key: Hide characters

[_] Start this connection automatically

[ ] Connect even if the network is not broadcasting

Warning: If you select this option, your computer's privacy might be at risk.

Next

Cancel



6. 1den Change connection settings

& Manually connect to a wireless network

Successfully added SIT-SecureN

—} Change connection settings

Open the connection properties so that | can change the settings.
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7. denuiu Security MWasinaeumsnasdail

Security type: WPA2-Enterprise
Encryption type: AES
i Choose a network authentication method: Microsoft: Protected EAP (PEAP)

SIT-SecureM Wireless Network Properties 4
Comeic
Security type: WPA2-Enterprise ~
Encryption type: || AES v

IMIaosol’t: Protected EAP (PEAP) ¥ I Settings

[/l Remember my credentials for this connection each
time I'm logged on

Agvanced settings

o] o



7.1 a@n Settings
wiha1a Protected EAP properties szising

5IT-SecureM Wireless Network Properties x |

Connection Security

Security type: \WPA2-Enterprise v
Encryption type: |aEs v

Choose a network authentication method:

Microsoft: Protected EAP (PEAP) v | settings |
[v] Remember my credentials for this connection ead
time I'm logged on
Advanced settings
OK Cancel

Protected EAP Properties X ‘

When connecting:

E\mﬁ- the server's identity by validating the mﬁm'

Connect to these servers (examples:srvl;srv2;. *\.srv3\.com):

Trusted Roat Certification ALthorfties
D AddTrust External CA Root
[_] America Online Roat Certification Authority 1

[] Baltimore CyberTrust Root

[] Certum CA

["] ciass 2 Primary CA

[] ciass 3 Public Primary Certification Authority

[ Deutsche Telekom Roat CA 2

[ 1 Miniart Aczired T Rook C4 b
< >

Notifications before connecting:
Tell user if the server's identity can't be verified v

Select Authentication Method:

|Secured password (EAP-MSCHAP v2) v | | configure...
[V]Enable Fast Reconnect

[ Disconnect if server does not present cryptobinding TLV

["]Enable Identity Privacy

= -

unsesmnegawth VErify the server’s identity by validating the certificate eon

Ea
nnunan OK

7.2 adn Advanced settings
wiu 802.1X Settings



Aunsesmneganin Specify authentication mode:

wen User authentication
aan Save credentials

7.2.1 wihens Windows Security

521y USername uay Password
Username: username.xxx (Fodld mu USErname.sur wie SXXXXXXX dosszyliainm)

Password: ******* (siarugldan deaszyligndeq)

Y
nmiuaan OK

SIT-SecureM Wireless Network Properties

Connection Security

Security type:
Encryption type:

WPAZ-Enterprise ~

AES ~

Choose a network authentication method: )
|Microsoft: Protected EAP (PEAP) ~

Settings
|2|Rernember my credentials for this connedtion each
time I'm logged on

e

Y i3 Y
aan O K wanua iotiuinmsaam

x|

Advanced settings * ‘
B02.1X settings 802.11 settings
Spedfy authentication mode:
User authentication ~ || Save credentials
Delete credentials for all users |
Windows Security x

|:| Enable single sign on for this netwo

Perform immediately before use
Perform immadiately after user

Allow additional dialogs to be di
sign on

This network uses separate virtu
and user authentication

Save credentials

Saving your credentials allows your computer to connect to the network
when you're not logged on (for example, to download updates).

Username.sur

i



8. adndhw itlenen Wi-Fi network vu System trey
aan SIT-SecureN wmbuden Connect

@ SIT-SecureN
Secured

B Connect automatically

eduroam
Secured

KMUTT-SecureN
Secured

KMUTT-Secure
Secured

SIT-Secure
Secured
o 0D A0 = naae

Network settings

7 e

Available Airplane mode

10:50
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1. adnghe itleaeu Wi-Fi network wu System trey
2. asnvaou SIT-SecureN fisin Conected ising

SIT-SecureN
@ Connected, secured

eduroam
Secured

Disconnect

N

KMUTT-Secure
Secured

N

SIT-Secure
Secured

N

KMUTT_WIFI
Open

')
3

N

TT-SecureN
cured

Network settings

7 e

SIT-SecureN Airplane mode

10:52
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2. iden

Programs and Features
Mobility Center

Power Options

Event Viewer

Systern

Device Manager
Metwork Connections
Disk Managernent

Computer Management

Command Prompt

Command Prompt (Admin)

Task Manager
Control Panel
File Explorer
Search

Run

Shut down or sign out

Desktop




. usada iensnaenlds g SIT-Secure

v ' v
4. Wnidda MOAUMTAIM

Command Prompt

Microsoft Windows [Version 10.0.10586]
(c) 2015 Microsoft Corporation. All rights reserved.

C:\Users\sumatejnetsh wlan show profile

Profiles on interface Wi-Fi:

Group policy profiles (read only)

All User Profile : SIT-SecureN

C:\Users\sumatejgnetsh wlan delete protile -SecurelN

Profile "SIT-SecureN" is deleted from interface "Wi-Fi".

C:\Users\sumate>




